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About This Manual

This document introduces the main functions, the user interface and operations of the system.
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Definitions

Definitions

Super User: The user who owns all operation levels of the system, can assign new users (such as
company management personnel, registrar, and patrol administrator) in the system and
configure the roles of corresponding users.

Role: During daily use, the super user needs to assign new users owning different levels. To avoid
setting individual levels for each user, roles having certain levels can be set in Role
Management, and then be assigned to specified users.

Checkpoint Card: A non-contact location card set on a patrol location. The patroller can swipe the

location card at the point to complete the patrol task.

Patrol Route: A series of checkpoints are arranged in a certain order to create a patrol route.

Patroller Card: A card that identifies each individual patroller during a patrol task.

Sleep Time: The device will enter sleeping mode without doing any operations in setting sleeping
time. The range of sleep time is 10 to 600 seconds. While the device is placed in
charging bases, and the foundation is connected with computer by USB, the device will
always be in working mode and will not go to sleep.

Fingerprint Scanner Driver: The device is used to register user's fingerprint information.
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1 System Instruction

1.1 Installing Environment

® Configuration Requirements:

CPU: 2.0 GHZ Main Frequency above of;

Memory: 1G or above;

Hardware: Available space of 10G or above. We recommend using NTFS hard disk partition as
the software installation directory (NTFS hard disk partition has the better performance and higher

security).
® Operating System:

Supported Operating Systems: Windows XP/Windows 2003/Windows
Vista/Windows7/Windows8
Supported Databases: Microsoft Access/MS SQL Server2005 and above version

1.2 Installing Software

Opening the folder "Patrol Management System” in the CD-ROM, double-click the "ZKSet up.exe™ file,

the following interface appears:

-

Select Setup Language @
Select the language to use during the
installation:

Enelish v

| 0K || Cencel |

Select [English] in the pull-down combo box. Click [OK] to pop up the following figure.
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e Setup - ZKPatrol 2.0 Security System -

=cd

Cancel Next->—

Click [Next], the following interface appears:

ﬁ‘?l Setup - ZKPatrol 2.0 Security System - O

END-USER LICENSE AGREEMENT FOR THIS SOFTHARE
Inportant - read carefully:

This End-User License hgreement ("EULA") is a legal agresment between you leither an individual or a single entity) and the
mentioned suthor of this Software for the software product identified sbove, which includes compuler software and may include
associated media, printed materials, and “online” or electronic documentation ("SOFTWARE PRODUCT®). By installing, copying, or
otherwise using the SOFTYARE PEODUCT, you agree to be bound by the terms of this EULA. IE you do mot agree to the terms of this
EULA, do not instsll or use the SOFTWARE PRODUCT

SOFTWARE PRODUCT LICENSE
The SOFTWARE PRODUCT is protected by copyright laws and international copyright treaties, as well as other intellectusl property
laws and treaties. The SOFTWARE PRODUCT is licensed, not sold.

1. GRANWT OF LICENSE. This EULA grants you the following rights:Installation and Use. You may install and use an unlimited mumber
of copies of the SOFTWARE PRODUCT.

Reproduction and Distribution. You may reproduce and distribute an unlimited number of copies of the SOFTWARE PRODUCT; provided
that each copy shall be a true and complete copy, including all copyright and trademsrk notices, and shall be accompanied by a
copy of this EULA. Copies of the SOFTWARE PRODUCT may be distribuled as a standalone product or included with your own product.
2. DESCRIPTION OF OTHER RIGHTS AND LINITATIONS.

Limitations on Reverse Enginsering, Decompilation, and Disassembly. Tou may not reverse engineer, decompile, or disassemble the
SOFTWAERE PRODUCT, except and only to the extent that such activity is expressly permitted by applicable law notwithstanding this

Limitation.

Separation of Components

(#)T accept the agreement | T do not accept the agreement { Back Cancel e Hesbs

Click [Next], the following interface appears:
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) Setup - ZKPatrol 2.0 Security System —_

ZKPatrol2.0

Guard Patrol Management System

J Setup will install ZKPatrol 2.0 Security System into the following folder.
C:\Program Files'ZKTeco\ZKPatrol 2.0 Browse. .. < Back Cancel e Hext-D>——

At least 39.7 MB of free disk space is required.

Select installation path of the software, click [Next] and enter the following interface:

P Setup - ZKPatrol 2.0 Security System oy 1S 28

ZKPatrol 2.0

Guard Patrol Management System

Setup will create the program’ s shortcuts in the following Start Menu folder.

‘ IKPatrol 2.0 Security System Browse. .. < Back Cancel  Hext >

Select path of the program’s shortcuts, click [Next], the following interface displays:
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P Setup - ZKPatrol 2.0 Security System - & X

ZKPatrol2.0

Guard Patrol Management System

(@ Default Datsbase Other Database < Back Cancel o Fext >

Select database you need to install, click [Next], the following interface shows up:

i Setup - ZKPatrol 2.0 Security System o =l 2%

ZKPatrol 2.0

Guard Patrol Management System

Path for storing backup file:
D:\ZKPatrol‘\Backup —Browse < Back Cancel Next >

Note that the database baclkup path and the present system installed path not be under the same disk Don’ t set the path to the
root of a disk, and the path must not contains blank.

Click [Browse] to select the backup path.

@ Note: The database backup path and the present system installed path cannot be under the

same disk. Don't set the path to the root of a disk, and the path cannot contain blank.

Click [Next] to enter the following figure:
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‘P Setup - ZKPatrol 2.0 Security System - O X

ZKPatrol2.0

Guard Patrol Management System

Click Install to continue with the installation, or click Back if you < Back Ganpsls Skl
want to review or change any settings.

Click [Install] to enter the setup process of fingerprint reader driver. Following prompts of interface,
click [Next] = [Install] >[Finish] to finish the setup of fingerprint reader driver. Until the following
interface pops up:

P Setup - ZKPatrol 2.0 Security System =1 s X

ZKPatrol2.0

Guard Patrol Management System

Completing the ZKPatrol 2.0 Security System Setup Wizard

(e Yes, restart the computer now

| _JNo, I will restart the computer later

Click [Finish], restart the computer, and click the shortcut "ZKPatrol2.0 Security System" on the

desktop to open the software.
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1.3 Functions Instruction

The patrol system features human centered design and automatic scheduling. It is a management
system designed for security, attendance, and logistics companies.

Components of the system: A management computer, a patrol device, checkpoints (location
cards), charging bases, lithium-ion batteries, USB data cables, intelligent software, and protective
tubes.

The system includes five major functional modules:

System: A structure used to assign users, configure user roles, manage databases (such as backup
and recovery), modify password, system initialization, navigation, system language, logout and exit.
Department: Department Management setting is used to set company's organizational structure.
Patrol: A C/S Frame-based management system that provides common patrol functions and
manages patrol tasks on a computer. It is mainly used for warehouse management and patrol
management.

Report: Data statistics is used to collect patrol data. Electronic map can list all patrol checkpoints,
and you can view who patrol this checkpoint in a certain time by click it on the map.

Help: You can view “ZKPatrol Software User Manual”, and check software version and SDK

version.

1.4 Basic Operation Flow

The following are the basic steps to use the system, the user just needs to follow the steps below

and skip the items which are not displayed on their interface.
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Install Set Register Register Set event+
softwares  [®] department<[™® checkpoint< [* Patroller¢ [+

L

Set patrol
routes+

L J

Set patrol
tasks

L 4

Make reports+ Collect data Get patrol Startto patrold Synchronize
| by software< [*7]  recordse [+ — data+

5Note: Before registering patroller, please set the department, for detail, consult 4 Department

Management.
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2 System Management

2.1 User Login

(1) Double click the [ZKPatrol 2.0 Security System] shortcut on the desktop, the following the
homepage pops up.

Usemame | *
Password %
| OK f | Cancel

(2) Enter user name and password, and click [OK], to enter the system.

gNote: The user name of the super user is [admin], and the password is [admin]. After first login

into the system, for system security, please use the [System] > [Modify password] function to
modify the password.
The super user can assign company personnel as system users (such as company management

personnel and registrar) and configure the roles of corresponding modules. For details, consult 7.1 Role.

2.2 Exit System

Click [System] = [Exit] directly or click *  on the top right corner of the system interface to log

out the system.

2.3 Modify Password

The super user and the new user created by the super user (the default password for the new user is
"admin") can use the [Modify password] function to modify the login password for system security.

Click [System] > [Modify password], it pops up the Edit Page. Enter the old password and the new
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password, confirm the new password and click [OK] to complete the modification.

2.4 Select Language

1. Login into the system, click [system] - [System Language], you can choose Chinese or English,
and then restart the software to make it effective.
2.When you install the patrol software, choose the language what you need, it popup Chinese,

English etc. Choose the language which you need, and then click [next] to install the software.
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3 Navigation

When you enter the system, or choose [system] = [Navigation], it will show the [Navigation] main

interface, displaying common operations and other important information. Click one navigation

icon to enter its operation interface.

_1‘\
e \

Checkpoint Management

Patrol Staff

_A‘

=y

Event Management

Route Management

& %
/\;f ) W
Shift Management Online Operation
J_/
Patrol Flan

™

Data statistics

-10-
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4 Department Management

Before managing company personnel, it is required to describe and manage the company
departmental organization structure. Upon first use of the system, by default it has a primary
department named [Head office] and numbered [1]. This department can be modified but cannot

be deleted.

4.1 Add Department

1. Click [Department] from the system menu. The department management window is displayed as

below.
| Dapartment |
Tree Show Add Edit Delete Import @Exporl '5:‘_‘.," Log Entries
D= ::-_,L-‘ / [ =
[:] Department Fumber Department Fame Farent Department
1 D 1 Head office
2 D 2 Test department Head office

[ 3¢} Dewel opment department
4 D 4 Technical writing Head office

2. Click Tree Show to pop up following interface.

=- 1-Head Office
2-Test Departmeant
3-Development Department
4-Technical Writing

3. Click [Add], the department adding window is displayed.

-11-



ZKPatrol Software User Manual

B Add DU — L X

Department Hame *
Department Humber *
FParent Department [Head office T] *

|
| O | Cancel |

The fields are as follows:

Department Name: Any character, up to a combination of 30 characters;

Department Number: If required, it shall not be identical to another department. The length shall
not exceed 50 digits.

Parent Department: Select from the pull-down menu and click [OK];

After adding, click [OK] to complete, or click [Cancel] to cancel it.

To add a department, you can also use [Import] to import department information from other

software or another document into this system. For details, consult Appendix 1 Common Operation.

[Parent Department] is an important parameter to determine the Company's organizational
structure. On the right of the interface, the Company's organizational structure will be shown in the

form of a department tree.

4.2 Department Maintenance

Edit: Upon a change to the department or organizational structure, user can use the [Edit] function
to modify the department. Double click “Department Name, Department Number or Parent

Department” directly, or select the department first (that is, tick|_|before Department Number),

then click | {/? Edit | above department list to enter the edit interface for modification.

Delete: To delete a department, tick|_|before Department Number to select the department, and

click| | ]1 Delete [above the department list to delete it.

gNote: A department cannot be deleted freely. If so, the personnel under the department will

be pending, and some historical data will not be able to be queried. If deletion is required, please

first transfer the departmental personnel to another department.

@ Export

Export: Click above the department list to export department information for checking

-12-
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or processing.

*5"‘,{ Log Entries

Check Log Entries: Click above the department list to check operation logs of

department.

»
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5 Patrol Management

The patrol management control and monitor the tasks of patrollers, for example, checking the
patrol time, route, and location and checking whether the patrol is carried out according to the task.
Main operations include the checkpoint management, personnel management, event management,
route management, task management and online operation.

Patrol procedure:

Step 1 Connect the patrol device to the computer and synchronize data including patrol staff and
fingerprints, patrol routes, events, time and device parameters to the patrol device.

Step 2 |dentify the patroller before the patrol starts. After identify successfully, select a patrol route
and the screen will display the patroller’s information.

Step 3 Reach the first checkpoint following the patrol route at the specified time, punch the
checkpoint card, verify the patroller identity and select event. The patrol device notifies the
next checkpoint.

Step 4 Complete all checkpoints patrolling as above Step3. At the last checkpoint, verify patroller
identity to end the patrol. Connect the patrol device to the computer after the patrol and get

patrol records.

5 Note:

(1) Starting and ending a patrol route needs to identify the patroller, four verification modes are
supported: only fingerprint, only card, card or fingerprint, card plus fingerprint. You can set the
verification mode by clicking [Online Operation] >[Synchronize data to device]. Click

Patroller Verification at Checkpoint on this interface to set whether to identify the patroller

at checkpoints. Tick it to identify the patroller at checkpoints, and the verification mode is the
same as that of starting / ending the patrol route; you need not identify the patroller without
tick it.

(2) If you do not patrol the start checkpoint of the route, the device will always prompt the start
checkpoint during patrolling process, unless you check it and patrol other checkpoints

following the right route.

5.1 Checkpoint Management

Set a checkpoint in a location that needs to be patrolled. Patrollers can punch cards when they

-14 -
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reach the location and complete the patrol.

You can add, edit, delete checkpoint, and export checkpoint and check system operation logs.
® Add Checkpoint

1. Click [Patrol] >[Checkpoint Management] or click [Checkpoint Management] in the

navigation tree on the left. The Checkpoint Management window is displayed.

Checkpoint Management

Add Edit Delete | R Export =% Log Entries

[:] Checkpoint Mumber MName Card Mumber
1 0 |1 First Floor 11653325
z 0 |2 Second Floor 14120058
2. Click [Add], the following interface appears:
B8 add X
Mame *
Card Mumber *
| Save and continue | [ OK | [ Cancel

Name: The checkpoint name in a patrol location
Card Number: Manual input card number in the following box, it is used for patrol verification.
3. Enter information in the displayed window as required and click [OK]. The new checkpoint is

displayed in the checkpoint list. To exit without saving the event, click [Cancel].
® Manage Checkpoint
Edit: Double click” number, name or card number” of the checkpoint to be edited; or select the

checkpoint first (that is, tick|_|before Number), then click Ef? Edit | to enter the edit interface for

modification.

Delete: To delete a checkpoint, tick|_|before Number to select the checkpoint, and click

| TT@ Delete | to delete it.

@ Export

Export: Click to export checkpoints information for checking or processing.

g,

=/ Log Entries

Check Log Entries: Click to check operation logs of checkpoints.

5.2 Personnel Management

This function allows you to add patrollers to patrol system.

»
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On this interface, you can check the patroller's No., name, card No., and fingerprint information. You

can add, delete, and export patroller information, and check system operation logs.
® Add Patrol Staff

1. Click [Patrol] - [Personnel Management] or click [Personnel Management] in the navigation

tree on the left. The patrol staff window is displayed as below.

| Patrol Staff |
Add | _.:,_,1’1. Edit Delete @Expcur‘t ".'-".::{ Log Entries
D Ferzomnel ... First Hame Lazt Hame Fingerprint 8. .. Card Fumber
1 WHE Guo jing 0 9863558
z 0|z Linda 1 10239515

2. Click [Add], the following interface appears:

7 ~
& raa %
~ Personnel Profile
—_— e
Personnel Number | | # Department v
First Name ] | LastName ‘ |
Mabile Phone [ \ Card Number | | &
P TET—— | |
Birthday 2000- 1- 1 v Employee Date | 2014-11-26 v |
e (Optimal Size 120x140 Pixel}
Gender ‘ lale vJ Reagister Fingerprint Reaister Browse
Employment Type = v Job Title [ |
Email ] Terminal lf;‘
mai L | management privilege | 2ENeral User
Save and continue ‘ ] OK l ‘ Cancel

The fields are as follows:

Personnel Number: Manually input, and cannot repeat. By default, the length can not exceed
9-digit; the first digital cannot be 0. When personnel number does not meet the rules, system will
prompt error message.

Department: Select from the pull-down menu, and double click the selected department or click
[OK] to select department. If the department was not set previously, you can only select the default

[Head office] department.

_2< Note: For department settings, you can refer to 4.1 Add Department.

Card Number: Assign a card number to the person for patroller identity use. Range from 0 to
4294967295.

Personal Photo: The best size is 120*140 pixels.

Employment Date: By default it is the current date.

Register Fingerprint: Register the fingerprint of patroller for patrol verification. Every patroller can

-16 -
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register 10 fingerprints at most (It is recommend to register 2 ~5 fingerprints). The way to register
fingerprint by fingerprint scanner, for detail, please consult Appendix 1 Common Operation.
Terminal management privilege: Click the drop-down check box to select terminal management
privilege for the new added personnel. Terminal management privilege includes General user,

Administrator and Super administrator.

25 Note:

(1) Administrators and super administrators can enter into device menu for operating, while
general users cannot enter.

(2) Super administrator can do any operations on patrol device without privilege limit.
Administrator can enroll administrators and general users, and also can enroll super
administrators when no super administrator is enrolled. Administrator can delete general user
and himself, but cannot delete other administrators and super administrators. Without super
administrators and administrators, general users can carry out any operations on patrol device.

Input other information of the patroller, such as name, mobile phone, job title, email, birthday,

gender, and employment type.

3. After input all the information, click [OK] to finish this new adding and return to personnel list;

click [Cancel] to cancel and return previous interface, click [Save and continue] to save this adding

and continue adding other patroller.
® Manage Patroller

Edit: Double click “personnel number/first name/last name/FP quantity or card number” of the

patroller to be edited; or select the patroller first (that is, tick|_|before Personnel Number), then

click | (/? Edit | to enter the edit interface for modification.

Delete: To delete a patroller, tick| _|before Personnel Number to select the patroller, and click

| ]1 Delete | to deleteiit.
[@ Export

':'Pj Log Entries

Export: Click to export patrollers information for checking or processing.

Check Log Entries: Click to check operation logs of patrollers.

5.3 Event Management

This function allows you to add the events that may take place on patrol or that need to be included
in an event list, and then synchronize them to the patrol devices for subsequent query. Events linked

to a route will be synchronized together with the route. You can add, edit, delete event, and export

-17 -
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event and check system operation logs.
® Add Patrol Event

1. Click [Patrol] - [Event Management] or click [Event Management] in the navigation tree on

the left. The Event Management window is displayed.

| Event Management

- Add Edit Detete | [\ Export <) Log Entries

[:] Number MName Card Number Remarks
1 0 |1 Marmal
2 0 |2 Door unlocked 1

[l - Window is open

5Note: By default, the system exist an event named Normal, numbered 1; you can edit, but

cannot delete it.

2. Click [Add], the following interface appears:

B add X
Mame *
Card Mumber
Remarks

Save and continue H Ok H Cancel

The fields are as follows:
Name: Input event name.
Card number: A card that represents a specific event. Card Number ranges from 0 to 4294967295.

Remarks: Specific describe the event.

@ Note: Number of event is auto assigned by the system in sequence, which need not input.

3. Enter information in the displayed window as required and click [OK]. The new event is displayed

in the event list. To exit without saving the event, click [Cancell].
® Manage Patrol Event

Edit: Double click” number/name/card number or remarks” of the patrol event to be edited; or

select the patrol event first (that is, tick|_|before Number), then click Ef? Edit | to enter the edit

-18-
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interface for modification.

Delete: To delete a patrol event, tick| _|before Number to select the event, and click “% Delete

to delete it.

5Notez If an event cannot be deleted, it is active in some routes. To delete this event, go to the

route management window, deselect the event, return to the event management window, and

perform deletion.

@ Expart

' toexport patrol events information for checking or processing.

Export: Click

‘ *5"‘; Log Entries

Check Log Entries: Click to check operation logs of patrol events.

5.4 Route Management

This function allows you to select checkpoints and arrange them in a certain order to create a patrol
route. You can add, edit, delete patrol route, and export patrol route and check system operation

logs.
® Add Patrol Route

1. Click [Patrol] = [Route Management] or click [Route Management] in the navigation tree on

the left. The route Management window is displayed.

| Route Management

., Add Edit petete | R Export <) Log Entries

[ |Number MName Checkpoint sequence  Time limit Error(Before) Error(After)  Style
1 [ |1 The First Route 12 3 0 0 Unlimit Interval
| The Second Route 3 el Averaging Interval

2. Click [Add], the following interface appears:

»
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B8 Add x
Route in Order Unit of time: minutes
@ Unlimit Interval Name
) Averaging Interval
] ime limi 0 0
© Custom interval Time limit Error
Checkpoint List Checkpoint sequence Selected Event Maximum 32):0
| [] |site [] Ewent
| |ZK Building | |Hormal
] [Huawei | = ] [Wo Poweraff
[] [YZ Corporation ] [Door Unlocked
[~
[ v
| saveandcontinue | | 0K | | Cancel |

The [Checkpoint list] contains all the checkpoints except those displayed in the [Checkpoint
sequence] of route. You can move checkpoints between the two windows by using buttons in the
middle.

Operation instructions as below:

(1) Button is used to move all checkpoints in the Checkpoint list to Checkpoint sequence

L
of route. Button |J is used to move all checkpoints in the Checkpoint sequence of route to

Checkpoint list.

(2) Button |j is used to move the ticked checkpoint(s) in the Checkpoint list to Checkpoint

sequence of route. Button is used to cancel the ticked checkpoint(s) from Checkpoint
sequence of route, that is, move ticked checkpoint(s) in the Checkpoint sequence of route to

Checkpoint list.

!
(3) Buttons | & | and |J are to move a checkpoint up and down in the Checkpoint

sequence of a route.

(4) Button = | is used to insert the ticked checkpoint(s) in the Checkpoint list to the location
above the selected checkpoint (that is, the checkpoint cursor is on) in the Checkpoint

sequence of route.

(5) Button |A is used to group checkpoint(s) in the Checkpoint sequence of route (namely
divide a patrol route into several sub-routes). After grouping, different groups displayed in
Checkpoint sequence column will be separated by semicolon(checkpoints in a same group will

be separated by comma still), shown as following figure:

-20-
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Route Management

Add Edit Delete _@Export -7‘} Log Entries

[] 'Number Name Checkpoint sequence Timelimit  Error(Before) Error{After) Style
b1 The First Route : Unlimit Interval
The Second Route  [123 E

Unlimit Interval

Grouping can complete a relay patrol by multiple patrollers. For example, there are A, B, C, D
four doors in a park. If grouping this patrol route, that is; dividing four sub-routes of A>B
(contains checkpoints 1, 2, 3), B>C (contains checkpoints 4, 5, 6), C->D (contains checkpoints 7,
8, 9),D> A (contains checkpoints 10, 11, 12) into four groups. In this case, patroller of A door
needs to patrol the route from A to B (namely, complete the patrol of checkpoints 1, 2, 3), then
hand the patrol device over to patroller of B door; and patroller of B door needs to patrol the
route from B to C (namely, complete the patrol of checkpoints 4, 5, 6), and so on. At last,
patroller of D door patrols the route from D to A (namely, complete the patrol of checkpoints 10,

11, 12); which indicates all the patrol process is completed.

@ Note: The latter group is subjected to the previous group. If patrollers of previous groups do

not complete the patrol on time or absent from their patrol, it will lead that the patrollers of latter

groups cannot finish their route qualified.

(6) The right smaller window contains all the events, which can be selected for the current route by
ticking the checkboxes before them. You can select maximum 32 events for a route.

Time interval can be set for checkpoints verification, which can be set as Unlimit Interval,

Averaging Interval or Custom Interval.
® Select “Unlimit Interval”

Do not set time interval for checkpoints verification (that is, time interval for two checkpoints

verification can be set as any value), if you tick “Unlimit Interval”. The interface shows as below:

"
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Iy
68 add
Route in Order

@ Unlimit Interval

() Averaging Interval

) Custom interval

_Unit of time: minutes

Mame The Third Route

ime limit 10

*

Checlkpoint List

Checkpoint sequence

Selected Event Maximum 32):0

I:] I:] Site E] Event
| |ZE Building —
Bl Ho P £f
2 B D
=
-]
(<]
<
(]
V]
=

[ Save and continue ‘ [ OK

| [ Cancel |

Time limit: It specifies the time in which a patrol must be completed. If it is set to 0, no time limit is

set for a patrol. For example, if it is set to 10, a patrol must be completed within ten minutes;

otherwise, the patrol is deemed to be abnormal.

Error: The default is 0, 0 means no error in a patrol is allowed. If it is set to 1, the error before and

after completing a patrol is one minute respectively. For example patrolling a route starts at 01:00,

time limit is 10 minutes and error is Tminute; then the total patrol time ranges from 00:59 to 01:11.

® Select "Averaging Interval”

Averaging Interval means that the time interval for verifying each two checkpoints is the same,

interface displays as following figure:

B add
[7] Route in Order
© Unlimit Interval

weraging Interval

) Custom interval

Unit of time: minutes
MName The Fourth Route

Time limit 1o

Cheekpoint List

Checkpoint sequence

Selected Event Maximum 32):0

i

==

npann

| EC]

[ |site

Ewent

Hormal

Huawel
[T] |YZ Corporation

Ho Foweroff

] 7K Building

EEE0

Toor Unlocked

'nterval 5

I |Err0r 1 |

I Save and continue | [ OK

‘ [ Cancel
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Interval: A patrol with interval limit is the patrol orderly. The interval of each checkpoints is the time
interval of patrol verification from previous checkpoint to current checkpoint. You cannot verify the
current checkpoint earlier or later than the time interval.

Input Interval and Error of checkpoints at the bottom of the Checkpoint Sequence list, system will
display Time Limit of the patrol route automatically.

Take above figure as an example, average interval is five minutes and error is one minute. If
patrolling the route starts at 01:00, the patroller must verify first checkpoint at 01:00 or at error time
range (00:59~01:01). And the patroller must verify second checkpoint at 01:05 or at error time range
(01:04 ~01:06), the patroller must verify third checkpoint at 01:10 or at error time range (01:09
~01:11).

® Select” Custom Interval”

This function can set different time interval for verifying each two checkpoints separately, the

setting interface displays as below:

-
B add x
Route in Order Unit of fime: minutes
0 Unlimit Interval Name The £ifth Route
() Averaging Interval
N n
I @ Custom interval I Time limit
Checkpoint List Checkpoint sequence Selected Event Maximum 32):0
| [] Isite Trtarval Error [] Event
[] [¥Z Corporation il 1 | |Hormal
| - [[] [ZE Bnilding 1 2 ] [Ho Foweroff
] |Huawei ] 3l 7] |Deor Unlocked
| =
L~
[ W
| Save and continue | | 0K | | Cancel ‘

Input Interval and Error behind each checkpoint in the Checkpoint Sequence list, system will
display Time Limit of the patrol route automatically.

Take above figure as an example, interval of second and third checkpoint is four minutes and six
minutes, error for the three checkpoints is one minute, two minute and three minute separately. If
patrolling the route starts at 01:00, the patroller must verify first checkpoint at 01:00 or at error time
range (00:59~01:01). And the patroller must verify second checkpoint at 01:04 or at error time range
(01:02 ~01:06), the patroller must verify third checkpoint at 01:10 or at error time range (01:07
~01:13).

@ Note:
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(1) Once the patrol start time and interval is determined, the verification time of each checkpoint is
fixed. The checkpoint must be verified at the interval time, earlier and later than the interval is
not allowed.

(2) If set error time in a patrol route, the verification time of each checkpoint must be in the error
time range.

3. In the displayed window, enter name of a patrol route, select checkpoints for the route, select

events, and click [OK]. The new route is displayed in the route list. Click [Cancel] to quit the adding.

‘ Route Management

o Add Edit Delete @ Export ‘5’:‘; Log Entries

’:] Mumber Mame Checkpoint sequence Time limit Error(Before) Error{After) Style
1 =11 The First Route 1.2 3 0 0 Unlimit Interval
bod = |2 The Second Route 123 4 0 0 Averaging Interval
3 (] The Third Route 13 10 1 1 Unlimit Interval
4 = |4 The Fourth Route 231 10 1 1 Averaging Interval
4 HEg s The fith Route 1 3 Custom interval

® Manage Patrol Route

Edit: Double click” number/name/checkpoint sequence/time limit/error (before)/error (after) or

style” of the patrol route to be edited; or select the patrol route first (that is, tick|_|before Number),

then click EfF Edit | to enter the edit interface for modification.

Delete: To delete a patrol route, tick|_|before Number to select the route, and click

“';% Delete

to delete it.

@ Export

—  toexport patrol routes information for checking or processing.

Export: Click

"?"j Log Entries

Check Log Entries: Click to check operation logs of patrol routes.

5.5 Task Management

This function allows you to arrange patrol date and time for specified patrol route. You can add, edit,

delete task, and export tasks and check system operation logs.
® Add Patrol Task

1. Click [Patrol] > [Task Management] or click [Task Management] in the navigation tree on the

left. The task management window is displayed as below.

| Patrol task |

o, Add Edit Delete @ Export <% LogEntries

Patral Route Time limit [ startTime End Time Morrow Sun, Mon. Tues. Wed. Thurs. Friday Sat.
The firstroute 10 b1 (& 01:00:00 01:10:00 Mo A A A A o o o
The Second Route |10 2 [ |01:40:00 01:50:00 Mo 4 A o K N o o
The Third Route 10 3 [ |02:20:00 02:30:00 Mo 4 A i 4 i i i

4 [ |0z:00:00 03:10:00 Mo 4 N i 4 N i i

5 7] |03:40:00 03:50:00 No N A A < N A A

) [[] |o4:20:00 04:30:00 Mo 4 4 v‘ v' J v‘ v‘

T ] |0s5:00:00 05:10:00 Mo v' N o A 3 o o

8 [ |05:40:00 05:50:00 Mo v' A A A N A A
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On the main interface, the left window displays the patrol routes and the right window contains
specific tasks about each route.

2. Click [Add], the add interface appears:

I’ “y

B add x
The Third Route(Time limit for 10 minutes)
Start Time M:00 = Hour and minite Sun.
- Maon.
End Time 00:00 <5 Hour and minite
Tues.
Marrow(Over at midnight) Wed.
Batch Add D Thurs.
Time 10 Minutes Friday
V| Sat
Interval time 3 Minutes
Selectall Inverse selection
Save and continue | | oK | | Cancel |

Operation instructions:

(1) Tick patrol date check box as your required from Sunday to Saturday on the right window. Once
a patrol task is set, it will be valid always, unless it is be edited or deleted.

(2) Select start and end time for a patrol route. When the end time earlier than the start time, the
“Morrow (Over at midnight)” check box will be ticked. This patrol will be defined as a patrol

across the day.

(3) Tick Batch Add checkbox, a patrol task will be split into several subtasks (namely patrol

shifts) by patrol duration and interval based on the selected patrol time range.

,Q{Note: To schedule patrol tasks for periods of 01:00 to 02:00, 02:30 to 03:30, and 04:00 to 05:00,

you do not need to treat them as three patrol tasks but one task that spans 4 hours. That is, the start
and end time is set as 01:00 and 05:00. Specifically, choose “Batch add” when creating a scheduled
patrol task, and set Time as 60 minutes, Interval time as 30 minutes (the rest time between two
patrols).

Patrol time: patrol duration for specified route, it must be longer than time limit.

Interval time: specifies the resting time between two patrols.

gNote: When Time limit for a patrol route is 0, and there is time left after batch scheduling, if

time left is longer than (or equal to) half of the Patrol time, then add a patrol task, otherwise, not
add; when Time limit is not 0, and time left is shorter than Patrol time, but longer than (or equal to)
Time limit, then add a patrol task. The end time of a patrol task is subject to the end time of
completing a patrol route, otherwise not add a patrol task.

3. After all the information is specified, click [OK]. And the new patrol tasks are displayed in the
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patrol task list.
® Manage Patrol Task
Edit: Double click the patrol task to be edited; or select the patrol task first (that is, tick[:] before

Start Time), then click | EfF Edit | to enter the edit interface for modification.

B edit x
The first route(Time limit for 10 minutes)
Start Time 01:00 | Hour and minite sun.
. [¥] Mon.
End Time 01:100 = Hour and minite
Tues.
Marrow(Owver at midnight) Wed.
Thurs.
Friday
[¥] Sat

Select a Inverse sel

I OK | I Cancel

You can modify patrol date for this patrol task(from Sunday to saturday).

'[Eé Delete | to pop

Delete: Tick|_|before Start Time to select one or more patrol task, and click

up a confirmation interface, click [Yes] to delete.

@ Export

' toexport patrol tasks information for checking or processing.

Export: Click

*F‘j Log Entries

Check Log Entries: Click to check operation logs of patrol tasks.

5.6 Online Operation

Patrol device must be connected to computer before the operation. The Online Operation includes
synchronizing data to device, getting patrol records, deleting device data, viewing device data,
upgrading firmware, and checking system operation logs.

Steps are as follows:

1. Click [Patrol] = [Online Operation] or click [Online Operation] in the navigation tree on the left.

The online operation window is displayed as following figure.

\ online Cperation

:Cj-_ Get patrol records of the device Hj% Delete device datz () View device data UUpgrade Firmware '7:“} Log Entries

]
g@'g Synchronize data to device

The main interface of this function displays all the used devices.

2. Click [Synchronize data to device], the following interface appears:
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E Synchronize data to device X

Device Parameter

Verification mode [Card or fingerprint v] Fatroller Verification at Checkpoint
Date format | YY-HN-DD *|  Sleep Time(Seconds) 20
Selected Route(Maximum 20):2
[:] Mame Checkpoint sequence =
BRI 12
BoEmY 123 =
[ |123 24
O 3,24 0
| |2 2.3
[ 13 -
Flease select the data you need to Synchronize
Device Parameter Route and event
Device Time Personnel and fingerprint
Frogress

Flease select all when you synchronize data to a new device

Flease press the power key to activate patrol device before synchronization

Synchronization | | Return

Operation instructions:

(1) Device parameters

Verification mode: A method to identify the patroller for starting or ending the patrol route. Four
verification modes are available: Card plus fingerprint, Card or fingerprint, Only fingerprint, Only

card.

It needs to identify the patroller at a checkpoint when tick ¥ PatrollerVerification at Checkpoint
identify method is selected in the “verification mode” drop-down check box. Otherwise, it need not
identify the patroller at a checkpoint.

Sleep Time: The device will enter sleeping mode without doing any operations in a certain time
range. By default, it is 20 seconds.

Date format: Set the date format for patrol device, there are ten formats for selection.

(2) Selected Route (maximum 20):0

Select the patrol routes which need to be synchronized to device, at most 20 patrol routes can be

selected.
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(3) Please select the data you need to Synchronize

Device Parameter: It indicates whether to synchronize the device parameters, including the
verification mode, date format and sleep time.

Route and event: It indicates whether to synchronize all routes and events of these routes.
Device Time: It indicates whether to synchronize the device time to the current computer time.
Personnel and fingerprint: It indicates whether to synchronize the patroller and the fingerprint
information.

(4) Click [Synchronization]. The current synchronization progress is displayed. Otherwise, click

[Return] to quit.

5 Note:

If you want to synchronize data for a new device, please select all the data for synchronization.

3. Click [Get patrol records of the device], the following interface appears:

-
E (Get patrol records of the device X

Data records [] Personnel and fingerprint
@ Getting new records

(71 Al data records

Progress

Get | | Return

Tick the methods to get data records, including getting new records and getting all records. And
select whether to get personnel and fingerprint information. Click [Get] to display the current
synchronization progress, click [Return] to quit.

4. Click [Delete device data], the following interface appears:
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E Delete device data X
Flease select the data yvou need to delete
[] Personnel and fingerprint [] Route and event [] The number of patrol recor
Progress Select all Inverse selection
Delete | [ Return
Click [Delete] to delete the selected type of data.
5. Click [View device data], the following interface appears:
E View device data x |
Please selectthe data you need to View
[7] Patrol Staff [ Fingerprint template [] Route
[7] Firmware version [7] Device Details [T] BEvent
Progress Select all Inverse selection
View | | Return

Click [View] to view the selected type of data.

6. Click [Upgrade Firmware], the following interface shows up:
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. Upgrade Firmware X

Objectfila

| [ Browse

pgrade Prompt

pgrade | [ Return

Click [Browse] and select the firmware that you want to upgrade, and click [Upgrade] to upgrade.

7. Click [Log Entries], System operation logs are displayed.
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6 Report

6.1 Data Statistics

You can query the patrol original records, exceptions, and statistics by date and route. You can also
analyze and collect statistics on the overall patrol process.
Click [Report]-> [Data Statistics] or click [Data Statistics] in the navigation tree on the left. The

data statistics interface is displayed as below.

Data Statistics

Y LY ~ Ji
@Resetuuswcuﬂdmuns ‘90ngma\ record &.Slahstmalaﬂa\ysls [@Exuun = Print

Startand end time  2014/10/01 B~ oooo = — 2014/10/31 B~ 2359 =

Personnel Number | |D

I/ Original record [ Report T Summary I
Patrol Route Checkpoint sequence Actual patrol Nu... Actual patrol Name  Personnel Nu... First Name Last Name Time Event

Statistical analysis: Collect statistics on all routes and events. You can reset specific start time, end

time, patrol route, event name and personnel number as required. Click the E] button on the
right of the patroller No. to open the patroller selection window. Select the patrollers for statistical
analysis and click [OK].

The query results and statistical analysis results are displayed at the bottom of the window.

There are three tabs in the area:

Original records: This tab page contains the patrol route, checkpoint sequence, actual patrol
number, actual patrol name, personnel number, first name, last name, time, and event. You can
query the detailed patrol records of a patroller on this tab page.

Report: This tab page contains the patrol route, task date, start time, end time, required patrol
sequence, actual patrol sequence, actual patrol start time, actual patrol end time, remarks and last
name,

Summary: This tab page contains the personnel No., first name, last name, required patrol, actual
patrol, qualified, verification failed, timeout, extra patrols, substitution patrol, incorrect patrol,
non-implemented patrol, absence, and percent pass. You can query the details of patrols.

Fields in Statistics Analysis reports state as below:

Verification failed: The patroller does not authenticate or using the wrong verification method.
Timeout: The time of patroller verifying the checkpoint is within time scope set for the patrol route,
while it dissatisfies the interval and error settings. Timeout exists only when setting interval value for

the patrol route.
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For example, a patrol route setting as below:

B add x
Route in Order Unit of time: minutes
1 Unlimit Interval Name The Fourth Reute
@ Averaging Interval
- ime limi 10
) Custom interval Time limit
Checkpoint List Checkpoint sequence Selected Event Maxinum 32):0
D D Site D Event
Huawel | |Hormal
| — [T] |YZ Corporation ] |Ho Foweroff
= |ZK Building 7] |Door Unlocked
[ ==
L]
[ v
'nterval 5 I |Err0r 1 |
| saveandcontnue | | oK | Cancel |

If patrolling the route starts at 03:00, time scope for completing the patrol route is 02:59~03:11. The
patroller must verify first checkpoint at time range (02:59~03:01). And the patroller must verify
second checkpoint at time range (03:04 ~03:06), the patroller must verify third checkpoint at time
range (03:09 ~03:11). If the actual time for verifying those three checkpoints is 3:02, 3:03 and 3:08
separately, these three time points are Timeout. Although these three verification time points meet
the total time range for the patrol route (02:59~03:11), they dissatisfy the interval and error setting.
Those three checkpoints will display Timeout in Statistics Analysis report.

Substitution Patrol: More than one patrol staffs enroll in a patrol route, the latter patrollers will be
deemed to replace the first patroller for patrolling. The result of this patrolling will display as

“Substitution Patrol”.

25 Note:

(1) One patrol device supports patrolling of multiple routes, and one route can be patrolled by
several patrollers once.

(2) When adding a new patrol route, if grouping checkpoints of the route(namely divide a patrol
route into several sub-routes), and only one patroller patrols in a same group; there will not exist
“Substitution Patrol” records for the route, although several patrollers patrol the route (patrol
records of the route will be summarized by groups). But if more than one patroller patrol in a
same group, there will exist “Substitution Patrol” records for this group. For the detail of
Grouping, see 5.4 Route Management.

Incorrect patrol: The patroller patrolling not follow the right route.

Non-implemented patrol: The patroller misses one or more checkpoints in the patrol.
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Extra Patrols: The checkpoint(s) of a route is (are) patrolled more than twice discontinuously in a
patrol task, the result of the checkpoint(s) will be displayed as” Extra Patrols”. Namely, though you
verify checkpoint A more than once continuously, the result of checkpoint A will just display the last
verification (the continuous verification will be treated as once verification). But if you verify other
checkpoint(s) after verifying checkpoint A, at this time a total patrol route is not completed. And
then you back to checkpoint A for verifying again. Then the patrolling result of checkpoint A will be
displayed as” Extra Patrols”. Such as a patrol route is 1,2,3; the actual patrol sequence is 2,1,3,2,3.
the patrolling result of checkpoints 2 and 3 will be displayed as” Extra Patrols”. For that you verify
checkpoints 1 and 3 after verifying checkpoint 2, at this time a total patrol route is not completed.
But you back to checkpoint 2 for verifying again (that is, the patrol sequence of 2, 1, 3, 2 in the actual
patrolling). Thus, the patrolling result of checkpoint 2 will be displayed as” Extra Patrols”. In the
same way, you verify checkpoint 2 after verifying checkpoint 3, at this time a total patrol route is not
completed. But you back to checkpoint 3 for verifying again (that is, the patrol sequence of 3, 2, 3 in
the actual patrolling). Thus, the patrolling result of checkpoint 3 will be displayed as” Extra Patrols”
too.

Reset Query conditions:

The default query conditions (start and end time, route name, event name and personnel number)

are as following:

r S =
Resetaueryconditions i 5 QOriginal record W,Statisticalanalysis @E}(por{ [z Print

Start and endtime  2014/10/01 [F+ o000 -2 — 2014/10/31 Ew 23:59 L=
Patrol Route [All route vl Event ’AII event v]
Personnel Number | |[]

Original record:

Original record lists all patrol records. You can get original records with different conditions, set
query condition as required and click [Original record], the original records is displayed at the

bottom of the interface:

‘ Data Statistics

’E 5 w
@Resetauewcondmans 2% Original record &.Stansti:a\analysis _@Expan fesed Print

Startand endtime 2014/10/01 B~ oooo 2 —  Z014/11/08 B~ 2359 2
Personnel Number | |D

Original record [ Report [ Summary }

Patrol Route Checkpoint sequence  Actual patrol Mumber  Actual patrol Mame  Personnel Number  FirstName  LastMame Time Event
L3} The First Route 12 1 ZK Building 10164 Caixia Zhang 2014/10/30 11:14:56  Normal
2 The First Route 12 2 Huawei 10164 Caixia Zhang 2014/10/20 11:19:09 | MNormal
3 The Second Route |123 1 ZK Building 10164 Caixia Zhang 2014/10/30 11:52:33 | Normal
4 The Second Route 1,23 2 Huawei 10164 Caixia Zhang 2014/10/30 11:53:31 Mormal
5 The Second Route 1,23 3 YZ Corporation 10164 Caixia Zhang 2014/10/30 11:53:46 | No Poweroff
B The Second Route |123 1 ZK Building 10164 Caixia Zhang 2014/10/30 14:03:56 | Normal
T The Second Route |123 2 Huawei 10164 Caixia Zhang 2014/10/30 14:04:20 | No Poweroff
8 The Second Route 1,23 3 YZ Corporation 10164 Caixia Zhang 2014/10/30 14:04:51 Mormal
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Summary:

Summarizing the statistics analysis result in specified query condition.

Set query condition as required and click [Statistical Analysis] to get summary records:

| Data Statistics

= “ =
@Resetuuew conditions | 3 Qriginal record » Statistical analysis @Expon é'é Print

Startand endtime 2014710701 [E~ o000 2014/11/08 B~ z3:m =
Personnel Number | |D

Original record ] Repn;[/‘ Summary I

Personnel Mu... FirstNa... LastMa.. Reguired patrol  Actual patrol Qualified Verification failed Timeout  Extra Patrols | Substitutio... Incorre... Non-mpleme... |Absen.. Percent of pass

patroller

2 10164 100.00%

The analysis result may be affected by system parameter settings. You can click the E] button next

to the [Personnel Number] text box to display a patroller list.

ZNote: When you need to obtain the records of Summary, please select [All event] from the

[Event] drop-down list. If you select specific event from the [Event] drop-down list, the system will

hide [Report] and [Summary] tab pages automatically.
Report:

Set query condition as required and click [Statistical Analysis] to get [Report] information, you can
check patrol task date and time, required/actual patrol sequence, patrol start and end time on this

tab page.

| Data Stalistics

3 b =
@Resetauewcondmans [ b Original record “.Stansti:al analysis .@Export é"é Print

Start and end time  2014/10/01 [~ o000 2 —_ eni4f11/a7 [@= 23:58 [
Personnel Number | |D

Original recorg/ Report T Summary]

Patrol Route Task Date Start Time End Time Regquired patrol sequence Actual patrol sequence  Actual Patrol Start Time  Actual Patrol End Time  Remarks  LastName -
5 The First Route 20141101 | 11:22:00 11:27:00 12 Absence
] The First Route 2014/11/01 | 11:29:00 11:34:00 12 Absence
7 The First Route 2014111002 | 11:22:00 11:27:00 12 Absence 7
] The First Route 2014/11/02 | 11:29:00 11:34:00 12 Absence
9 The First Route 20141103 | 11:22:00 11:27:00 12 Absence
10 The First Route 2014/11/03 | 11:29:00 11:34:00 12 Absence
11 The First Route 201411/04 | 11:22:00 11:27:00 (1,2 Absence =
1z The First Route 2014/11/04 | 11:29:00 11:34:00 12 Absence
13 The First Route 201411105 | 11:22:00 11:27:00 12 Absence
14 The First Route 2014/11/05 | 11:28:00 11:34:00 12 Absence
15 The First Route 2014/11/06 | 11:22:00 11:27:00 12 Absence -
16 The First Route 2014/11/06 | 11:29:00 11:34:00 12 Absence
P17 [=] The Second Route  [2014/10/30 |11:52:00 1157:.00 (123 123 2014/10/30 11:52:33 2014/10/30 11:52:46 Qualified
EHER |
o Required patrol Num... Required patrol Na... Interv.. Error  Actual patrol Num... Actual patrol Na... Time Personnel Nu FirstName LastName Remarks
r1 1 ZK Building 1 ZK Building 2014110430 10164 Caixia Zhang
11:52:32
2 2 Huawei 2 Huawei 2014110430 10164 Caixia Zhang
11:53:31
3 3 YZ Corporation 3 YZ Corporation 2014110430 10164 Caixia Zhang
11:52:48
18 [£] The Second Route | 201410/30 [1403:00  [14:08:00  [1.23 [123 2014/10/30 140356 | 2014100 140451 | Qualified o

5Notez Click before patrolled routes to check detail patrolling information of the routes.
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@ Export

l— to export statistics analysis result for checking or processing.

Export: Click

3 Print
Print: Click éﬂ; to print the result displayed in current window. The print content is the
searching result displayed in current window, including header, title, searching date and time. For

example, the following figure is one report print interface.

Original record(2014/10/1 0:00:00 — 2014/11/1 23:59:589)

Fatrol Route  Checkpointsequence  Actual patrol Mumber  Actual patrol Name  Personnel Mumber ~ First Name  LastMame Time Event
|First Route 12 1 ZK Building 10164 Caixia Zhang 20141030 Maormal
| 11:14:56
|First Route 12 2 Hua wei 10164 Caixia Zhang 201410320 Maormal
11:15:09
|Second 123 1 ZK Building 10164 Caixia Zhang 20141020 MNormal
|Route 11:52:33
|Second 123 2 Hua wei 10164 Caixia Zhang 20141020 Maormal
|Route 11:53:31
|Second 123 3 YZ Corporation 10164 Caixia Zhang 20141020 Off Work
|Route 11:53:46
|Second 123 1 ZK Building 10164 Caixia Zhang 20141020 Normal
|Route 14:03:56
|Second 123 2 Hua wei 10164 Caixia Zhang 20141020 Off Waork
|Route 14:04:20
|Second 123 3 YZ Corporation 10164 Caixia Zhang 20141020 Mormal
|Route 14:04:51

6.2 Electronic Map

Electronic map can list all checkpoints, and you can view who patrol this checkpoint in a certain
time by click it on the map.

You can add, edit, delete electronic map; and add, delete site; and add, delete connection; save
positions and check system operation logs.

Click [Report] = [Electronic map] or click [Electronic map] in the navigation tree on the left. The

electronic map window is displayed as following figure.

Electronic map

551% Add Map EZT Edit Map Delete Map @ Add Site ’@ Delete Site EJAdd Connection @Delete Connection @ Save Positions ;2 Log Entries
= A
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® Add Map

Click [Add Map] to enter map adding interface as below:

B rdd Map X
Map Mame *
Map Path | Browse

Ok |l Cancel |

Input Map Name, click [Browse] to select path for saving the map, then click [Open] to select and
open the map.

After setting,click [Ok] to complete adding and return electronic map management interface.
® Edit Map

Click [Edit Map] to enter the map edit interface, the edit operations are the same as that of adding.

You can modify map name and reselect a map. After modification, click [OK] to finish.
® Delete Map

Switch to the map need to be deleted, click [Delete Map] to pop up a confirmation box; click [ Yes]

to finish deleting.

Electronic map

Add Map @ Edit Map Delete Map @ Add Site @ Delete Site Add Connection @Delete Connection \@ Save Positions 9‘1 Log Entries
L~ s all

® AddSite

Click [Add Site] to pop up a dialog box for adding sites, which shows as below:
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Add Site x
| Mame
[:] Mumber Mame Card Mumber
|4 ZK Building 9484390
0 |2 Huawei 9471610
o e} YZ Corporation 14124606
[ OK | [ Cancel |

Tick sites need to be added to the map, click [OK], the selected sites will appear on the map.

Electronic map

7 @ e,
Add Map E/H Edit Map @ Delete Map @ _Add Site @ Delete Site | (5 Add Connection (53! Delete Connection Save Positions =%/ Log Entries

Dragging the new added sites to appropriate location of the map.
® Delete Site

Click [Delete Site] to enter the following interface:

"
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B8 Delete Site x
| MName |
[] | Number MName Card Number
| ZK Building 94534390
0 |2 Huawei 9471610
0 |3 YZ Corporation 14124606
[ 0K | | cancel

Tick sites to be deleted, click [OK] to delete them from the map.

® Add Connection

@ Note: Atleast two sites on the map, you can do operation of connecting them.

Click [Add Connection] to pop up the connection interface.

1.Tick” By route " on the adding connection interface, which shows as below:

E Add Cennection x

By route [The Third Route

[] mName

[ |2k Building—YZ Corporation |

[ Ok | [ Cancel |

You can connect sites according to the patrol route existed in system. Select a patrol route from the

drop- down box behind “By route” (the patrol routes are the routes added in 5.4 Route

Management). Click @ to add sites patrolling sequence of the route. Tick one or more
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connection of the patrol route, and click [OK] to finish connection adding.

2. Do not tick "By route” on the adding connection interface, which shows as below:

rE Add Connection x |
[ By route [YZ Corporation v] — ’ ‘l @ @
[] nName

[0 |ZK Building—YZ Corporation |

[ OK | [ Cancel |

Select sites for the new connection from the two drop-down boxes behind “By route” separately,

click C] to add the patrol sequence for the two sites. Tick one or more connection and click [OK]

to finish the connection adding.
@ Note: If need to cancel a connection from the selected connections list, you can tick the
connection first and click ) to cancel the connection.

® Delete Connection

Click [Delete Connection] to enter the interface for deleting connection as below:
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r Delete Connection x
[] Name

Wl 7K Building—Huawei
[ |Huawei—YZ Corporation

[ oK | I Cancel |

Tick connection(s) to be deleted and click [OK] to delete it(them) from the map.

® Save Positions

Click [Save Positions] to save the new adding sites and connections on the map.

® Log Entries

Click [Log Entries] to check system operation logs.
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7 System Setting

System settings primarily include assigning system users (such as company management personnel,
registrar, patrol administrator) and configuring the roles of corresponding modules, managing
database, such as backup, restore, and setting system parameters, such as setting system language

and system initialization, etc.

7.1 Role

During daily use, the super user needs to assign new users having different levels. To avoid
individual setting for each user, roles having certain levels can be set in role management, and then
be assigned to specified users, including the levels set for four major functional modules of system
setting, department, patrol and report. The system's default super user has all levels, and can create
new users and set corresponding levels as required. The system's default super user cannot be edit

and delete.
® AddRole

(1) Click [System] = [Role] = [Add] to enter role setting interface;

r

B8 Add x
Name * Remarks
Level Name Level Browse [l | Level controt [T
> user management ] [
System manage ] ]
Checkpoint Management [ [
Patrol Staff o ]
Event Management [ [
Route Management | 0
Online Operation | 0
Patrol task [ [
Data Stafistics [l ]
Electronic map | |
| OK | | Cancel |

(2) Set role name, select your desired role setting item, and tick levels to be configured for users of
different levels;

(3) After setting, click [OK] to save and return to list, and added role settings will be shown in the list.
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® Manage Role

Edit: Double click” Role and Remarks” of the role to be edited; or select the role first (that is,

tick|_|before Role), then click EfF Edit | to enter the edit interface for modification.

| Tm% Delete

Delete: To delete arole, tickD before Role to select the role, and click to pop up a

confirmation box, click [Yes] to delete the role.

7.2 User

Add new users to the system, and assign user roles (levels).
® Add User

1. Click [System] > [User] - [Add] to enter new user setting interface;

A Add ¥
Mame *
Fassword *
Confirm Password *
Role administrator - |
Remarks
Status @ Mormal () Device disable

| Ok | | Cancel

Input new user information, where items with [¥] are mandatory. The parameters are as follows:
Name: Not more than 50 characters, only using letters, numbers or characters;

Password: The length must be more than 4 digits and less than 18 digits.

Confirm Password: Enter the password to confirm again.

Role: Non-super user needs to select a role. By selecting a preset role configuration, this user will
have all levels configured for the role.

Remarks: The description of the role or other comments.

Status: The [Normal] and [Device Disable] states are available, indicating whether the user can log
in to the patrol software system. If the [Device Disable] state is selected, the user cannot log in to
the system, and a "Device Disabled" message is displayed.

2. After inputting, click [OK] to complete user adding, and the added user will be shown in the list.

® Manage User
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Edit: Double click” Account, Role, Last login time and Remarks” of the user to be edited; or select the

user first (that is, tick]_|before Account), then click EfFl Edit | to enter the edit interface for

modification.

| ]'E Deleta
Delete: To delete a user, tickD before Account to select the user, and click | =

to pop up

a confirmation box, click [Yes] to delete the user.

7.3 Modify Password

Modify the system login password.

Click [System] - [Modify Password] to enter password modifying interface as below.

E Medify Password X
Old Password *
Mew Password *
Confirm new password *

0K | | Cancel

Input old password, new password and confirm new password, click [OK] to finish login password

modification.

7.4 System Initialization

System Initialization is to restore data to system initialization status. The selected data in the
database will be deleted, it takes effect after restarting the software.
Click [System] - [System Initialization], enter into edit interface, select one or several data-sheets

to initialize, and click [OK] to complete initialization and return.
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E Systern Initialization X

-] Al
|:| System

= Patral

-] Site

- 1Personnel

- |Event

- |Route

-[|Task

- |Record

[ Other

i oK | [ Cancel

Choose the contents to initialize, click [OK] to clear the information in the database. Please operate

the function with caution, it cannot recover if cleared the data.

7.5 Database Management

The system provides the database connection, backup, and restore. It allows you to set a path for

database backup, and you can also clear patrol records in this function.

7.5.1 Database Connection

This Function mainly used for database change. Software database is Access by default. If need
change to Microsoft SQL Server database, firstly, you should establish an empty database on the
database server. You can find a script file with the name of sqlserver.sql in the directory of installing
CD. Select the empty database established just now in the searcher of SQL Server, and then open
the sqlserver.sql script files, to run and create a database that is to be used in this software.

Click [System] = [Database Management] - [Database Connection] to enter the following

interface;
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E Database X

Database

@ Access

(") Microsoft SOL Server

| Mext | [ Cancel

Select corresponding database and click [Next], then fill in database relevant information; click [OK]
to pop up a box prompting whether to restart device, select [Yes]. The database will be changed

after restart the device.

7.5.2 Backup Database

Periodically backup the system's database to ensure data security. To use the backed up data again,
just restore the data.

Click [System] - [Database Management] - [Backup Database] to pop up a box prompting
whether to begin backup database, click [Yes] to begin the backup process.

zNote: We recommended backing up the database after you create the personnel information,

device information or part of patrol level settings.

7.5.3 Restore Database

Click [System] - [Database Management] - [Restore Databases] to pop up the following figure:

&9 Open (el
.
@uv|£ » Computer » Local Disk (C:) » - | ¢’| | Search Local Disk (C:) yel |
Organize + New folder =~ [ '@'
45 Favorites i MName Date modified Type
L]
Bl Desktop J drivers 2014/9/1913:45 File folder
& Downloads . Intel 2014/9/1913:49 File folder
2| Recent Places = . Perflogs 2009,7/14 10:37 File folder
J pipi 2014/9/19 14:00 File folder
4 3 Libraries ) Program Files 2014/10/29 9:02 File folder
> 3 Documents ProgramData 2014/10/2411:38 File folder
> J’ Music | Users 2014/9/1913:54 File folder
» | Pictures , Windows 2014/11/1 9:05 File folder
> B Videos
L
4] :.MComputer < w7 = ] L
File name: - ’MDBfiIes (*.mdh) v]
[ Open ] ’ Cancel ]
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Select a successfully backed up database from the backup database list, click [Open] to begin
restore the database. After successful restore, it will pop-up a window prompting whether to restart

the software, click [Yes], system will restart to make the restore take effect.

5 Note: Don't close any command window prompt during the database restore process.

7.5.4 Database Backup Path Set

Click [System] > [Database Management] - [Database Backup Path Set], the edit interface

appears as below:

E Database Backup Path Set b4

Database Backup Path DZKPatrol\Backup

[7] Backup Database When closing System

Ok | | Cancel

Click [Browse] to select the backup path, click [Save] to save the selection and quiit.

,Q{ Note:

(1) In software installation process, it will prompt to set the database backup path. If you haven't set the
backup path, the operation of backup database cannot be executed (The server for other computer to
access, need to set the backup path in the server firstly).

(2) Proposal that the database backup path and the present system installed path not be under the

same disk. Do not set the path to the root of a disk or desktop.

7.5.5 Clear Patrol Records

Click [System] > [Database Management] - [Clear Patrol Records] to enter the edit interface as

following figure;

7 B!
E Clear patrol records X
Start Time AME-11-01 o~ 00000 (2
End Time 2014-10-01 = 23:58 |2/ «
| OK | | Cancel

Select start and end time, click [OK] to clear patrol records in this time scope.
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7.6 Navigation

Click [System] = [Navigation] to display the navigation interface as below (that is, the main

interface of the system);

Navigation

Hello admin, Welcome to ZKPatrol2.0 Guard Patrol Management System

A

i) ,

-/ 2
Checkpoint Management ‘ i

Route Management

Personnel Management Online Operation Data Statistics

~ 4 =
I
— (' Patrol Plan

Event Management

You can refer to 3 Navigation for detail instruction.

7.7 System Language

Click [System] > [System Language] to enter the system language selection interface;

...

E System language x

Language ’English v]

[ OK | [ Cancel |

Select system langugae form the drop-down list, and click [OK]. The new selected language will take

effect after restart the software.

7.8 Logout and Exit System

1. Click [System] = [Logout] to pop up a confirmation box as following figure;

»
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| Are you sure to Canceled the system?

ve || Mo

Click [Yes] to logout the system.

2. Click [System] = [Exit] to pop up a confirmation box as following figure;

Question [~

| Are you sure to exit the system?

Click [Yes] to exit the system.
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Appendixes

Appendix 1 Common Operation

1. Select date (taking adding patrol staff as an example)

Click [Patrol] - [Personnel Management] - [Add] to enter personnel adding interface, select

date by clicking I& button behind Birthday or Employee Date. The date selection interface

shows as below:

Birthday 2014/ 5121 lD'] Employee Date
4 May 2014 » L
Gender Mo Tu We Th Fr Sa sy [ FINGEMDI

27 8 29 30 1 2 3
4 5 6 7 8 9 10 b
11 12 13 14 15 16 17

18 19 20 {77122 23 24
25 26 27 28 29 30 31
1 2 3 & 5 %5 7

[ Today: 2014/11/7

Employment Type

{

Click* or * button to select an earlier or a later month, and click on the desired date to select it.
Click on year to activate the scroll button for year selection, and click « or * button to select an

earlier or a later year. Also, you can directly to modify Year or Month in the editing box.
2. Import (taking importing a department table as an example)

Click [Department] - [Import] to show the import editing interface:

E Import x
File Format @ Excel ) Csv ) Tut
Object file | Browse
| mMext | | Cancel

Object file: Click [Browse] to select the file to be imported;
File format: Select the format of the file to be imported;
Separator: When the format of imported file is Csv or Txt, you need to insert a separator. Three

separators (namely ./ -) are supported by the system.
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After setting, click [Next] to enter the following interface.

T
Optional data columns Zelected data columns
Column name Column name
lepartment Fumber
Department Hame
Parent Department W
|
| > ]
| Lo
|
s
| Baclk | I Hext ‘ I Cancel ‘

Select data column(s) to be imported from the “Optional data columns”list, click _ > toselectit
(them) into the “Selected data columns”list. Click E to select all data columns from the
“Optional data columns”list into the “Selected data columns”list. If you need to cancel the selected
data column(s) from the “Selected data columns”list, select it (them) first and then click g to
cancel it (them) from the “Selected data columns”list. Click E to cancel all the data columns
from the “Selected data columns”list.

After select the data column(s) to be imported, click [Next] to display the data to be imported as

following figure:

E Import x
Humber Hame Parent Dlepartment
k1 1 Head office
z 2 Test Department Head office
3 3 HE Head office
[ Back | [ Mext | [ Cancel |

Tick data to be imported and click [Next] to import the data columns, the importing process will

display in the following windows.
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Progress x
In process... -
Success:0
Success
Success:2

Success: 3records Falied: Orecords

The window will close after 45 [ Pause |[ Close |

5Note: When importing department table, if there is no department number or the department

number is repetition, the import operation cannot execute.
3. Export data (taking exporting patrol staff as an example):

Click [Patrol] = [Personnel Management] - [Export] to pop up the exporting interface as below:

E export file path @
Y
Ou |- Desktop » - | L3 | ‘ Search Desktop o]
Organize = Mew folder BE - (7]
. Favorites T = | Libraries B
Bl Desktop I IJ System Folder )
4 Downloads = =
] Administrator
= Libraries & System Folder | &
@ Documents B ,
J’ ) . | Computer
Lhir=re == J,.' Systern Folder
[&=] Pictures
B videos b Y . Metwork
‘-‘ System Folder
IR atrol Staff 20141101154719.xls| -
Save as type: [Excel files (*uxls) v]
# Hide Folders [ Save } ’ Cancel ]

Select the save path, file name and save type for the exported file, click [Save] to save the exported

file.

5Note: The exported table is the list currently shown.

4, Registered fingerprint

(1) Connect the fingerprint scanner driver to the computer, click [Patrol] - [Personnel
Management] - [Add] to enter patrol staff adding interface. Click [register] behind “Register

Fingerprint”to pop up the following figure:

»
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Fingerprint registration

Fingerprint registration

remain time:3

Cancel |

(3) Press the selected finger three times continuously on the fingerprint scanner driver. The interface

displays "Succeed in fingerprint registration". Click [OK] to complete the fingerprint registration.
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Appendix 2 <END-USER LICENSE AGREEMENT>

Important - read carefully:

This End-User License Agreement ("EULA") is a legal agreement between you (either an individual or
a single entity) and the mentioned author of this Software for the software product identified above,
which includes computer software and may include associated media, printed materials, and
"online" or electronic documentation ("SOFTWARE PRODUCT"). By installing, copying, or otherwise
using the SOFTWARE PRODUCT, you agree to be bound by the terms of this EULA. If you do not
agree to the terms of this EULA, do not install or use the SOFTWARE PRODUCT.

SOFTWARE PRODUCT LICENSE

The SOFTWARE PRODUCT is protected by copyright laws and international copyright treaties, as
well as other intellectual property laws and treaties. The SOFTWARE PRODUCT is licensed, not sold.
1. GRANT OF LICENSE. This EULA grants you the following rights: Installation and Use. You may install
and use an unlimited number of copies of the SOFTWARE PRODUCT.

Reproduction and Distribution. You may reproduce and distribute an unlimited number of copies of
the SOFTWARE PRODUCT; provided that each copy shall be a true and complete copy, including all
copyright and trademark notices, and shall be accompanied by a copy of this EULA. Copies of the
SOFTWARE PRODUCT may be distributed as a standalone product or included with your own
product.

2. DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS.

Limitations on Reverse Engineering, Recompilation, and Disassembly. You may not reverse engineer,
decompile, or disassemble the SOFTWARE PRODUCT, except and only to the extent that such
activity is expressly permitted by applicable law notwithstanding this limitation.

Separation of Components.

The SOFTWARE PRODUCT is licensed as a single product. Its component parts may not be separated
for use on more than one computer.

Software Transfer.

You may permanently transfer all of your rights under this EULA, provided the recipient agrees to
the terms of this EULA.

Termination.

Without prejudice to any other rights, the Author of this Software may terminate this EULA if you fail
to comply with the terms and conditions of this EULA. In such event, you must destroy all copies of
the SOFTWARE PRODUCT and all of its component parts.

Distribution.

The SOFTWARE PRODUCT may not be sold or be included in a product or package which intends to
receive benefits through the inclusion of the SOFTWARE PRODUCT. The SOFTWARE PRODUCT may

-53-



ZKPatrol Software User Manual

be included in any free or non-profit packages or products.

3. COPYRIGHT.

All title and copyrights in and to the SOFTWARE PRODUCT(including but not limited to any images,
photographs, animations, video, audio, music, text, and "applets” incorporated into the SOFTWARE
PRODUCT), the accompanying printed materials, and any copies of the SOFTWARE PRODUCT are
owned by the Author of this Software. The SOFTWARE PRODUCT is protected by copyright laws and
international treaty provisions. Therefore, you must treat the SOFTWARE PRODUCT like any other
copyrighted material except that you may install the SOFTWARE PRODUCT on a single computer
provided you keep the original solely for backup or archival purposes.

LIMITED WARRANTY

NO WARRANTIES.

The Author of this Software expressly disclaims any warranty for the SOFTWARE PRODUCT. The
SOFTWARE PRODUCT and any related documentation is provided "as is" without warranty of any
kind, either express or implied, including, without limitation, the implied warranties or
merchantability, fitness for a particular purpose, or no infringement. The entire risk arising out of use
or performance of the SOFTWARE PRODUCT remains with you.

NO LIABILITY FOR DAMAGES.

In no event shall the author of this Software be liable for any damages whatsoever (including,
without limitation, damages for loss of business profits, business interruption, loss of business
information, or any other pecuniary loss) arising out of the use of or inability to use this product,
even if the Author of this Software has been advised of the possibility of such damages.
Acknowledgment of Agreement.

| have carefully read and understand this Agreement, ZKTeco, Inc!s Privacy Policy Statement.

If YOU ACCEPT the terms of this Agreement:

| acknowledge and understand that by ACCEPTING the terms of this Agreement.

IF YOU DO NOT ACCEPT the terms of this Agreement.

| acknowledge and understand that by refusing to accept these terms, | have rejected this license
agreement and therefore have no legal right to install, use, or copy this Product or the Licensed

Software that it incorporates.

Appendix 3 FAQs

Q: What is the function of role setting?

A: Role setting can set unified level for the same type of newly added user, just directly select this
role when adding users.

Q: How to operate if | want to set accounts for all personnel of the Company?

A: First, create a new role in system setting and configure the functions to be used for this role. Then
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add a user, set user information, and select the user's role, thus adding a new account. For other
accounts, operate same as above steps.

Q: How to adjust the department of a patrol staff?

A: Click [Patrol] = [Personnel Management], patrol personnel list is displayed. Tick personnel
number and click [Edit] to enter personnel edit interface, and modify patrol staff department in the
department item directly.

Q: Are the verification modes for starting/ending a patrol route the same as that for
checkpoints verification?

A: Click [Online Operation] >[Synchronize data to device] to set verification mode for starting

Patroller Verification at Checkpoint

/ending a patrol route and checkpoints verification. Tick to

identify the patroller at the checkpoint, and the verification mode is the same as that of starting /

ending the patrol route. Cancel ticking [ Patroller Verification at Checkpoint

, patroller verification at
the checkpoint is no need, but verification is still need for starting/ending a patrol route, the
verification mode is selected in the “Verification Mode” drop-down list.

Q: How to group checkpoints when adding a new route?

A: First, move checkpoints in Checkpoint List to Checkpoint sequence of a route; then tick

checkpoints need to be grouped in Checkpoint sequence list, click button |J to group this

checkpoint. The checkpoint will be in dark grey status after being grouped.
B edit x

Route in Order Unit of time: minutes

@ UnlimitInterval Name The First Route

) Averaging Interval

- i 3 1)
) Custom interval Time limit Error

Checkpoint List Checkpoint zequence Selected Event (Maximum 321:3

Ol

] |Huafu Hotel T Corporation

=
3
£

EEE

=l

@ ==
=
g
S

uilding ] Off ¥ork

¥o Funching

‘ OK ‘ ‘ Cancel |

The adding new route will be displayed in Route Management list, and different groups will be
separated by semicolon (checkpoints in a same group will be separated by comma still). Above

figure, the three checkpoints will be divided into three different groups after grouping the second

checkpoint by cIicking|J; the three groups are separated by semicolon. Shown as below:

Mame Checkpoint sequence
The First Route
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Q: Why is no exception reported when a patrol is not executed as scheduled?

A: The system allows you to set error ranges and timeout periods. Within the allowable ranges, the
patrols are considered normal. The default permissible error range is 0 minute, user can set the
parameter according to the actual needs. The patrols executed in the timeout period are considered
as timeout patrols.

Q: What is Capacity of the patrol device?

A: A maximum of 500 fingerprints, 1000 cards, and 30,000 records.

Q: What should you do if you lost the administer password.

A: Please consult our commercial representatives or pre-sales technical support engineers.
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